
Before	
  ge(ng	
  started	
  with	
  the	
  course,	
  we	
  want	
  to	
  talk	
  about	
  a	
  interes7ng	
  story	
  that	
  
came	
  out	
  of	
  Apple	
  in	
  February	
  related	
  to	
  code	
  in	
  iOS	
  7.	
  The	
  issue	
  became	
  public	
  while	
  
we	
  were	
  working	
  on	
  this	
  course	
  and	
  our	
  immediate	
  thought	
  was	
  how	
  a	
  code	
  review	
  
could	
  have	
  played	
  a	
  role	
  in	
  helping	
  iden7fy	
  this	
  issue	
  before	
  it	
  found	
  its	
  way	
  into	
  
produc7on	
  code.	
  	
  
	
  
When	
  a	
  browser	
  on	
  your	
  iPhone	
  makes	
  an	
  SSL/TLS	
  request	
  to	
  a	
  website,	
  the	
  website	
  
presents	
  a	
  cryptographic	
  “cer7ficate”	
  chain	
  iden7fying	
  itself	
  and	
  the	
  authority	
  which	
  
issued	
  the	
  cer7ficate.	
  Your	
  device	
  already	
  has	
  a	
  list	
  of	
  issuing	
  authori7es	
  which	
  are	
  
trusted,	
  and	
  it	
  will	
  check	
  the	
  name	
  of	
  the	
  site	
  and	
  the	
  cer7ficate	
  it	
  presents	
  with	
  that	
  
authority.	
  If	
  an	
  invalid	
  or	
  fake	
  cer7ficate	
  is	
  provided,	
  	
  (e.g.,	
  one	
  that	
  has	
  the	
  wrong	
  
name	
  for	
  the	
  site,	
  or	
  which	
  hasn’t	
  been	
  issued	
  by	
  the	
  authority,	
  or	
  which	
  is	
  out	
  of	
  date)	
  
then	
  the	
  browser	
  won’t	
  trust	
  it	
  and	
  you	
  will	
  get	
  a	
  warning	
  saying	
  that	
  there’s	
  
something	
  wrong	
  and	
  that	
  you	
  shouldn’t	
  proceed	
  or	
  your	
  data	
  could	
  be	
  at	
  risk.	
  To	
  fully	
  
trust	
  a	
  site,	
  it	
  is	
  important	
  to	
  verify	
  the	
  authen7city	
  of	
  the	
  cer7ficate.	
  
	
  
Part	
  of	
  the	
  valida7on	
  code	
  during	
  a	
  SSL/TLS	
  key	
  exchange	
  in	
  iOS	
  is	
  shown	
  here	
  on	
  the	
  
slide.	
  This	
  code	
  goes	
  through	
  a	
  number	
  of	
  checks	
  against	
  the	
  cer7ficate	
  that	
  was	
  
provided.	
  If	
  any	
  of	
  them	
  fail,	
  then	
  it	
  jumps	
  down	
  to	
  the	
  end	
  and	
  returns	
  the	
  failed	
  
result.	
  On	
  Feb	
  21	
  Apple	
  released	
  a	
  security	
  alert	
  and	
  provide	
  an	
  update	
  to	
  iOS.	
  The	
  
alert	
  didn't	
  give	
  many	
  details	
  but	
  it	
  quickly	
  caught	
  the	
  interest	
  of	
  the	
  security	
  
community.	
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One	
  compelling	
  reason	
  for	
  spending	
  the	
  7me	
  and	
  effort	
  to	
  find	
  defects	
  earlier	
  in	
  the	
  
development	
  lifecycle	
  is	
  that	
  the	
  cost	
  of	
  fixing	
  a	
  defect	
  increases	
  significantly	
  as	
  the	
  
development	
  lifecycle	
  progresses.	
  Research,	
  like	
  the	
  reports	
  from	
  IBM	
  and	
  NIST,	
  have	
  
shown	
  over	
  and	
  over	
  that	
  the	
  cost	
  of	
  fixing	
  a	
  defect	
  rises	
  the	
  later	
  in	
  the	
  lifecycle	
  it	
  is	
  
found.	
  The	
  NIST	
  report	
  is	
  diagramed	
  in	
  the	
  slide	
  and	
  shows	
  the	
  cost	
  of	
  fixing	
  a	
  defect	
  at	
  
each	
  stage	
  of	
  the	
  development	
  lifecycle.	
  The	
  cost	
  is	
  expressed	
  as	
  “X”,	
  a	
  normalized	
  unit	
  
of	
  cost	
  that	
  can	
  be	
  expressed	
  in	
  terms	
  of	
  person-­‐hours,	
  dollars,	
  etc.	
  The	
  post	
  product	
  
release	
  cost	
  of	
  fixing	
  a	
  defect	
  is	
  shown	
  to	
  be	
  thirty	
  7mes	
  more	
  than	
  the	
  cost	
  of	
  fixing	
  a	
  
defect	
  in	
  the	
  design	
  and	
  architecture	
  phase.	
  This	
  makes	
  sense	
  when	
  you	
  think	
  about	
  
the	
  addi7onal	
  ac7vi7es	
  that	
  have	
  to	
  be	
  performed	
  on	
  code	
  that	
  has	
  been	
  released	
  vs.	
  
code	
  that	
  is	
  being	
  designed.	
  Code	
  that	
  has	
  been	
  released	
  has	
  the	
  added	
  cost	
  of	
  
integra7on	
  with	
  other	
  products	
  and	
  services,	
  mul7ple	
  deployments	
  that	
  must	
  be	
  
updated,	
  and	
  the	
  code	
  must	
  repeat	
  the	
  en7re	
  release	
  process	
  from	
  start	
  to	
  finish.	
  The	
  
return	
  on	
  investment	
  for	
  fixing	
  a	
  defect	
  at	
  the	
  beginning	
  of	
  the	
  soaware	
  development	
  
lifecycle	
  instead	
  of	
  aaer	
  the	
  code	
  has	
  been	
  released	
  is	
  30x.	
  
	
  
In	
  addi7on	
  to	
  the	
  cost	
  savings,	
  fixing	
  a	
  defect	
  early	
  can	
  provide	
  other	
  benefits.	
  Fixing	
  
defects	
  early	
  improves	
  the	
  security	
  and	
  func7onality	
  of	
  the	
  code	
  base,	
  keeping	
  your	
  
company’s	
  name	
  out	
  of	
  the	
  news	
  and	
  your	
  customers	
  happy.	
  All	
  too	
  oaen	
  a	
  simple	
  and	
  
unno7ced	
  error	
  –	
  a	
  single	
  equals	
  instead	
  of	
  a	
  double	
  equals	
  in	
  an	
  IF	
  statement,	
  
duplica7ve	
  GOTO	
  statements,	
  or	
  statements	
  outside	
  of	
  the	
  intended	
  scope	
  -­‐	
  can	
  have	
  
catastrophic	
  results.	
  C-­‐level	
  execu7ves	
  resign,	
  the	
  public	
  percep7on	
  of	
  a	
  product	
  shias	
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Microsoa	
  has	
  a	
  published,	
  well	
  known	
  high	
  level	
  security	
  development	
  lifecycle,	
  which	
  
we	
  use	
  to	
  model	
  our	
  own	
  thinking	
  about	
  secure	
  coding.	
  The	
  Microsoa	
  Security	
  
Development	
  Lifecycle	
  defines	
  17	
  prac7ces	
  spread	
  across	
  the	
  7	
  phases	
  that,	
  when	
  
followed,	
  improve	
  the	
  security	
  of	
  soaware.	
  The	
  Microsoa	
  SDLC	
  includes	
  privacy	
  
components	
  as	
  well.	
  
	
  
•  In	
  the	
  Training	
  phase,	
  founda7onal	
  concepts	
  like	
  secure	
  design,	
  threat	
  modeling,	
  

secure	
  coding,	
  security	
  tes7ng,	
  and	
  best	
  prac7ces	
  surrounding	
  privacy	
  are	
  taught	
  to	
  
developers.	
  You	
  are	
  par7cipa7ng	
  in	
  the	
  Training	
  phase	
  right	
  now.	
  

•  In	
  the	
  Requirements	
  phase,	
  security	
  and	
  privacy	
  requirements	
  are	
  established	
  to	
  
help	
  iden7fy	
  key	
  milestones	
  and	
  minimize	
  disrup7ons	
  to	
  plans	
  and	
  schedules,	
  
minimum	
  acceptable	
  levels	
  of	
  security	
  and	
  privacy	
  are	
  defined,	
  and	
  security	
  and	
  
privacy	
  risk	
  assessments	
  are	
  performed	
  to	
  help	
  a	
  team	
  iden7fy	
  which	
  parts	
  of	
  a	
  
project	
  will	
  require	
  threat	
  modeling	
  and	
  security	
  design	
  reviews.	
  

•  In	
  the	
  Design	
  phase,	
  design	
  requirements	
  are	
  established	
  to	
  help	
  minimize	
  schedule	
  
disrup7ons,	
  the	
  agack	
  surface	
  is	
  analyzed	
  and	
  possibly	
  reduced,	
  and	
  threat	
  
modeling	
  is	
  performed	
  in	
  order	
  to	
  help	
  a	
  team	
  more	
  effec7vely	
  iden7fy	
  security	
  
vulnerabili7es.	
  

•  In	
  the	
  Implementa7on	
  phase,	
  approved	
  tools	
  and	
  associated	
  security	
  checks	
  help	
  a	
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The	
  Intro	
  to	
  Secure	
  Coding	
  class	
  focuses	
  on	
  the	
  Implementa7on	
  phase	
  where	
  the	
  
coding	
  actually	
  happens.	
  That	
  class	
  teaches	
  developers	
  how	
  to	
  maintain	
  a	
  security	
  
mindset	
  while	
  wri7ng	
  soaware.	
  	
  
	
  
This	
  course	
  is	
  a	
  follow	
  on	
  and	
  focuses	
  on	
  the	
  Verifica7on	
  phase.	
  We’ll	
  talk	
  primarily	
  
about	
  peer	
  reviews	
  and	
  how	
  they	
  can	
  be	
  used	
  to	
  iden7fy	
  poten7al	
  weaknesses	
  in	
  
soaware.	
  The	
  lessons	
  learned	
  during	
  this	
  course	
  can	
  be	
  applied	
  to	
  the	
  Implementa7on	
  
phase	
  when	
  you	
  write	
  your	
  own	
  soaware.	
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This	
  is	
  a	
  review	
  slide	
  from	
  the	
  Intro	
  to	
  Secure	
  Coding	
  class.	
  In	
  the	
  Introduc7on	
  to	
  
Secure	
  Coding	
  class	
  we	
  talked	
  about	
  the	
  thee	
  high	
  level	
  goals	
  of	
  applica7on	
  security:	
  
	
  
•  Confiden7ality	
  is	
  ensuring	
  that	
  the	
  applica7on	
  only	
  grants	
  data	
  access	
  to	
  the	
  users	
  

that	
  are	
  authorized	
  to	
  see	
  it.	
  	
  
•  Integrity	
  is	
  ensuring	
  that	
  data	
  has	
  not	
  been	
  modified	
  during	
  storage	
  or	
  

communica7on.	
  
•  Availability	
  is	
  ensuring	
  that	
  the	
  applica7on	
  is	
  available	
  to	
  perform	
  its	
  func7on	
  when	
  

needed.	
  
	
  
These	
  three	
  high	
  level	
  goals	
  help	
  improve	
  applica7on	
  security.	
  You	
  might	
  no7ce	
  that	
  at	
  
this	
  point	
  I’ve	
  talked	
  about	
  how	
  you	
  can	
  take	
  ac7ons	
  that	
  help	
  improve	
  security,	
  but	
  I	
  
haven’t	
  told	
  you	
  what	
  you	
  can	
  do	
  to	
  guarantee	
  security.	
  That	
  is	
  because	
  there	
  is	
  
nothing	
  absolutely	
  guarantees	
  security.	
  You	
  can,	
  however,	
  maximize	
  security.	
  In	
  order	
  
to	
  meet	
  the	
  goals	
  of	
  Confiden7ally,	
  Integrity,	
  and	
  Availability,	
  there	
  are	
  10	
  principles	
  
that	
  you	
  can	
  follow.	
  	
  
	
  
•  Minimize	
  Agack	
  Surfaces	
  –	
  Reduce	
  the	
  number	
  of	
  ways	
  users	
  and/or	
  third	
  party	
  

services	
  interact	
  with	
  your	
  applica7on.	
  Removing	
  duplicate	
  func7onality,	
  removing	
  
unnecessary	
  form	
  fields,	
  and	
  removing	
  unnecessary	
  func7onality	
  altogether	
  all	
  help	
  
minimize	
  the	
  agack	
  surface.	
  

•  Establish	
  secure	
  defaults	
  –	
  Never	
  assume	
  that	
  the	
  user/installer	
  of	
  an	
  applica7on	
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Reminder	
  on	
  how	
  mechanisms	
  help	
  achieve	
  goals.	
  We	
  have	
  arrows	
  there,	
  but	
  really	
  all	
  
mechanisms	
  apply	
  to	
  all	
  goals.	
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In	
  the	
  end,	
  secure	
  coding	
  really	
  comes	
  down	
  to	
  the	
  different	
  mechanisms	
  that	
  are	
  
available	
  to	
  ensure	
  adherence	
  to	
  the	
  previously	
  men7oned	
  applica7on	
  security	
  
principles.	
  Our	
  job	
  as	
  code	
  reviewers	
  is	
  to	
  assess	
  the	
  implementa7on	
  of	
  these	
  
mechanisms	
  in	
  the	
  product.	
  Make	
  sure	
  that	
  implementa7on	
  was	
  done	
  properly,	
  etc.	
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Reminder	
  of	
  the	
  words	
  to	
  live	
  by	
  from	
  the	
  previous	
  class.	
  It’s	
  a	
  good	
  idea,	
  even	
  for	
  the	
  
secure	
  code	
  review	
  team,	
  to	
  go	
  back	
  and	
  look	
  at	
  these.	
  Focus	
  on	
  what	
  the	
  developer	
  is	
  
trying	
  to	
  do.	
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One	
  project	
  that	
  everyone	
  should	
  be	
  aware	
  of,	
  and	
  a	
  project	
  we	
  will	
  men7on	
  a	
  lot	
  
throughout	
  this	
  course,	
  is	
  the	
  Common	
  Weakness	
  Enumera7on	
  (CWE).	
  	
  This	
  is	
  a	
  
MITRE-­‐run	
  ini7a7ve	
  to	
  enumerate	
  and	
  provide	
  standard	
  iden7fiers	
  for	
  the	
  different	
  
coding-­‐level	
  security-­‐related	
  mistakes	
  that	
  developers	
  oaen	
  make.	
  	
  This	
  standard	
  
iden7fier	
  enable	
  security	
  personnel	
  to	
  share	
  informa7on	
  about	
  weaknesses	
  and	
  for	
  
tools	
  to	
  report	
  findings	
  in	
  a	
  way	
  that	
  review	
  teams	
  can	
  easily	
  grasp.	
  There’s	
  a	
  lot	
  of	
  
good	
  descrip7on	
  informa7on	
  on	
  weaknesses,	
  which	
  is	
  a	
  benefit	
  to	
  both	
  the	
  reviewer	
  
and	
  the	
  developer.	
  The	
  reviewer	
  doesn’t	
  have	
  to	
  spend	
  7me	
  duplica7ng	
  a	
  descrip7on	
  
that	
  has	
  been	
  used	
  many	
  7mes	
  over,	
  and	
  the	
  developer	
  doesn’t	
  have	
  to	
  rely	
  on	
  the	
  
communica7on	
  skills	
  of	
  the	
  developer.	
  Many	
  sta7c	
  analysis	
  tools	
  use	
  CWEs	
  to	
  report	
  
the	
  weaknesses	
  they	
  find.	
  
	
  
It’s	
  important	
  to	
  note	
  that	
  a	
  CWE	
  describes	
  a	
  weakness,	
  but	
  not	
  a	
  vulnerability.	
  In	
  
order	
  for	
  a	
  weakness	
  to	
  become	
  a	
  vulnerability,	
  it	
  has	
  to	
  be	
  exploitable.	
  For	
  example,	
  I	
  
reviewed	
  one	
  applica7on	
  where	
  the	
  developer	
  had	
  made	
  a	
  mistake	
  by	
  allowing	
  SQL	
  
Injec7on.	
  I	
  knew	
  the	
  developer	
  of	
  the	
  applica7on	
  and	
  got	
  permission	
  to	
  agempt	
  to	
  
exploit	
  the	
  weakness	
  in	
  a	
  non-­‐produc7on	
  system.	
  It	
  turns	
  out	
  that	
  the	
  weakness	
  was	
  
not	
  a	
  vulnerability	
  because	
  the	
  database	
  was	
  fully	
  public,	
  meaning	
  I	
  couldn’t	
  get	
  access	
  
to	
  any	
  informa7on	
  I	
  didn’t	
  already	
  have,	
  and	
  the	
  permissions	
  were	
  set	
  to	
  read	
  only	
  and	
  
therefore	
  my	
  “drop	
  tables”	
  command	
  didn’t	
  have	
  any	
  effect.	
  While,	
  in	
  this	
  case,	
  the	
  
weakness	
  turned	
  out	
  to	
  not	
  be	
  a	
  vulnerability,	
  it	
  was	
  s7ll	
  a	
  weakness	
  that	
  the	
  
developer	
  fixed.	
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The	
  CWE	
  team	
  also	
  compiles	
  a	
  Top	
  25	
  list	
  each	
  year	
  that	
  helps	
  iden7fy	
  the	
  25	
  most	
  
dangerous	
  and	
  prevalent	
  soaware	
  errors	
  that	
  we	
  see	
  today.	
  	
  This	
  list	
  is	
  a	
  great	
  way	
  to	
  
keep	
  the	
  most	
  common	
  issues	
  in	
  the	
  forefront	
  of	
  a	
  developer's	
  mind	
  and	
  help	
  focus	
  
effort	
  to	
  make	
  sure	
  that	
  these	
  errors	
  are	
  not	
  introduced.	
  This	
  is	
  a	
  good	
  list	
  to	
  be	
  
familiar	
  with,	
  in	
  part	
  because	
  this	
  list	
  is	
  largely	
  composed	
  of	
  weaknesses	
  that	
  should	
  
never	
  ever	
  happen	
  anymore.	
  SQL	
  injec7on	
  is	
  the	
  top	
  weakness	
  found	
  in	
  soaware	
  
today.	
  Prepared	
  Statements	
  have	
  been	
  around	
  as	
  long	
  as	
  I	
  can	
  remember	
  –	
  the	
  	
  only	
  
reason	
  SQL	
  injec7on	
  exists	
  is	
  because	
  developers	
  don’t	
  take	
  care	
  to	
  use	
  them.	
  	
  
	
  
We’ve	
  done	
  25	
  reviews	
  over	
  the	
  last	
  2	
  years,	
  and	
  all	
  of	
  them	
  have	
  these	
  kinds	
  of	
  
errors.	
  We	
  have	
  yet	
  to	
  review	
  a	
  single	
  applica7on	
  that	
  doesn’t	
  have	
  a	
  single	
  finding,	
  
and	
  very	
  few	
  that	
  don’t	
  have	
  at	
  least	
  one	
  top	
  25.	
  Many	
  of	
  these	
  are	
  well	
  known	
  things	
  
that	
  shouldn’t	
  exist	
  anymore.	
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A	
  secure	
  code	
  review	
  is	
  a	
  task	
  at	
  the	
  end	
  of	
  the	
  SDLC	
  that	
  agempts	
  to	
  find	
  any	
  security	
  
related	
  flaws	
  that	
  came	
  about	
  during	
  the	
  coding	
  process.	
  This	
  could	
  be	
  due	
  to	
  mistakes	
  
by	
  the	
  developers,	
  or	
  maybe	
  a	
  change	
  from	
  the	
  intended	
  design	
  due	
  to	
  coding	
  
challenges.	
  
	
  
It	
  involves	
  an	
  interview,	
  sta7c	
  analysis,	
  manual	
  analysis,	
  and	
  a	
  final	
  report.	
  
	
  
A	
  secure	
  code	
  review	
  does	
  not	
  replace	
  the	
  developer	
  peer	
  reviews	
  that	
  should	
  be	
  
taking	
  place	
  during	
  the	
  coding	
  phase.	
  Both	
  ac7vi7es	
  offer	
  something	
  different	
  and	
  
each	
  should	
  be	
  leveraged	
  accordingly.	
  We	
  will	
  talk	
  more	
  about	
  this	
  in	
  the	
  coming	
  
slides.	
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Although	
  the	
  goals	
  of	
  a	
  secure	
  code	
  review	
  oaen	
  differ	
  from	
  those	
  of	
  your	
  typical	
  peer	
  
review,	
  there	
  is	
  a	
  lot	
  to	
  be	
  gained	
  by	
  looking	
  at	
  the	
  well	
  established	
  methodologies	
  for	
  
peer	
  reviews.	
  Peer	
  reviews	
  have	
  evolved	
  into	
  5	
  dis7nct	
  types,	
  each	
  for	
  a	
  target	
  
audience	
  and	
  goal.	
  Formal,	
  over-­‐the-­‐shoulder,	
  email	
  pass-­‐around,	
  pair	
  programming,	
  
and	
  tool	
  assisted	
  all	
  bring	
  something	
  different	
  to	
  the	
  table.	
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A	
  Secure	
  Code	
  Review	
  looks	
  to	
  leverage	
  elements	
  from	
  each	
  of	
  the	
  different	
  types	
  of	
  
peer	
  reviews.	
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What	
  benefits	
  can	
  you	
  expect	
  from	
  a	
  Secure	
  Code	
  Review?	
  A	
  few	
  of	
  the	
  benefits	
  
include:	
  
	
  

•  A	
  different	
  perspec-ve.	
  “Another	
  set	
  of	
  eyes”	
  adds	
  objec7vity.	
  Similar	
  to	
  the	
  
reason	
  for	
  separa7ng	
  your	
  coding	
  and	
  tes7ng	
  teams,	
  secure	
  code	
  reviews	
  
provide	
  the	
  distance	
  needed	
  to	
  recognize	
  problems.	
  

	
  
•  Security	
  Experts.	
  The	
  developers	
  have	
  enough	
  on	
  their	
  plates	
  trying	
  to	
  stay	
  

current	
  with	
  the	
  latest	
  frameworks	
  and	
  coding	
  prac7ces.	
  They	
  also	
  are	
  oaen	
  
tasked	
  to	
  get	
  thing	
  finished	
  quickly	
  to	
  meet	
  an	
  unrealis7c	
  deadline.	
  A	
  Secure	
  
Code	
  Review	
  allows	
  a	
  team	
  that	
  focuses	
  on	
  secure	
  coding	
  to	
  look	
  at	
  the	
  
code.	
  

	
  
•  Less	
  rework.	
  Do	
  it	
  right	
  the	
  first	
  7me.	
  Changes	
  cost	
  more	
  later	
  in	
  the	
  life	
  

cycle.	
  The	
  secure	
  code	
  review	
  process	
  catches	
  many	
  errors	
  before	
  they	
  go	
  to	
  
produc7on.	
  

	
  
•  Fewer	
  bugs.	
  It’s	
  beger	
  to	
  discover	
  your	
  own	
  problems	
  than	
  to	
  have	
  

someone	
  (like	
  a	
  user)	
  point	
  them	
  out	
  to	
  you.	
  
	
  
•  Be=er	
  Code.	
  At	
  the	
  end	
  of	
  the	
  process,	
  the	
  applica7on	
  being	
  developed	
  is	
  

beger,	
  and	
  that	
  is	
  the	
  ul7mate	
  goal	
  of	
  everyone	
  involved	
  in	
  its	
  development.	
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It	
  can’t	
  all	
  be	
  roses.	
  A	
  few	
  of	
  the	
  issues	
  you	
  will	
  need	
  to	
  balance	
  when	
  you	
  implement	
  
secure	
  code	
  reviews	
  include:	
  
	
  

•  Time.	
  Some	
  secure	
  code	
  reviews	
  take	
  a	
  long	
  7me.	
  But	
  like	
  other	
  types	
  of	
  
mee7ngs,	
  focusing	
  on	
  the	
  topic,	
  being	
  familiar	
  with	
  the	
  process,	
  and	
  
establishing	
  solid	
  ground	
  rules	
  can	
  help	
  keep	
  the	
  7me	
  reasonable.	
  Secure	
  
Code	
  Reviews	
  invest	
  your	
  7me;	
  bugs	
  waste	
  it.	
  

	
  
•  Prepara-on.	
  Reading	
  unfamiliar	
  code	
  and	
  correla7ng	
  that	
  code	
  to	
  unfamiliar	
  

documenta7on	
  inevitably	
  means	
  ques7ons	
  for	
  the	
  programmers	
  which	
  
takes	
  them	
  away	
  from	
  coding.	
  However,	
  it’s	
  a	
  necessary	
  evil.	
  Over	
  7me,	
  
however,	
  proper	
  prepara7on	
  for	
  the	
  mee7ng	
  should	
  take	
  less	
  7me,	
  as	
  
reviewers	
  learn	
  what	
  to	
  look	
  for	
  and	
  become	
  familiar	
  with	
  the	
  process.	
  

	
  
•  Ini-al	
  frustra-on.	
  If	
  team	
  members	
  are	
  not	
  familiar	
  with	
  secure	
  code	
  

reviews,	
  the	
  experience	
  can	
  be	
  frustra7ng	
  for	
  all	
  par7cipants.	
  Teams	
  need	
  to	
  
devise	
  a	
  process	
  for	
  secure	
  code	
  reviews,	
  implement	
  it,	
  and	
  modify	
  it	
  only	
  
when	
  the	
  situa7on	
  dictates.	
  In	
  7me,	
  members	
  will	
  grow	
  accustomed	
  to	
  the	
  
process.	
  

	
  
•  The	
  need	
  to	
  show	
  commitment.	
  The	
  benefit	
  of	
  a	
  secure	
  code	
  review	
  is	
  

some7mes	
  hard	
  to	
  see.	
  If	
  it	
  is	
  not	
  done	
  correctly,	
  or	
  if	
  the	
  code	
  was	
  in	
  good	
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The	
  review	
  team	
  is	
  there	
  to	
  support	
  the	
  developers,	
  not	
  to	
  prove	
  that	
  they	
  are	
  smarter	
  
than	
  the	
  developers.	
  The	
  developer	
  are	
  there	
  to	
  help	
  the	
  review	
  team,	
  not	
  to	
  show	
  
how	
  the	
  review	
  team	
  doesn't	
  know	
  what	
  they	
  are	
  talking	
  about.	
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The	
  $100,000	
  Series	
  1934	
  Gold	
  Cer7ficate	
  feature	
  a	
  portrait	
  of	
  Woodrow	
  Wilson.	
  
These	
  notes	
  were	
  printed	
  from	
  December	
  18,	
  1934,	
  through	
  January	
  9,	
  1935,	
  and	
  were	
  
issued	
  by	
  the	
  Treasurer	
  of	
  the	
  United	
  States	
  to	
  Federal	
  Reserve	
  Banks	
  only	
  against	
  an	
  
equal	
  amount	
  of	
  gold	
  bullion	
  held	
  by	
  the	
  Treasury	
  Department.	
  The	
  notes	
  were	
  used	
  
only	
  for	
  official	
  transac7ons	
  between	
  Federal	
  Reserve	
  Banks	
  and	
  were	
  not	
  circulated	
  
among	
  the	
  general	
  public.[6]Photographic	
  records	
  show	
  that	
  at	
  least	
  seven	
  1934	
  
$100,000	
  Gold	
  Cer7ficates	
  are	
  s7ll	
  in	
  existence	
  (#s	
  A00000001A,	
  A00020102A,	
  
A00020106A,	
  A00020108A,	
  A00020109A,	
  A00020110A,	
  A00020113A)	
  

26	
  



27	
  



28	
  



29	
  



30	
  



31	
  



32	
  



33	
  



Mark	
  and	
  Drew	
  give	
  an	
  example	
  interview	
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If	
  it's	
  going	
  to	
  take	
  you	
  a	
  few	
  hours	
  digging	
  through	
  a	
  
manual	
  to	
  figure	
  out	
  if	
  a	
  Framework	
  does	
  something...	
  
that's	
  likely	
  a	
  bad	
  choice.	
  	
  Go	
  ask	
  someone	
  who	
  already	
  
knows	
  the	
  language/framework/etc.	
  well	
  enough	
  to	
  be	
  
coding	
  in	
  it.	
  	
  They	
  may	
  not	
  know	
  the	
  answer,	
  and	
  then	
  
you	
  have	
  to	
  look	
  it	
  up.	
  	
  But	
  oaen,	
  they	
  can	
  save	
  you	
  a	
  ton	
  
of	
  7me	
  and	
  point	
  you	
  right	
  at	
  the	
  info	
  you	
  need	
  or	
  tell	
  
you	
  what	
  the	
  system	
  does	
  or	
  does	
  not	
  do.	
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One	
  of	
  the	
  things	
  that	
  will	
  become	
  apparent	
  very	
  quickly	
  doing	
  a	
  manual	
  review	
  is	
  the	
  
difference	
  between	
  knowledge	
  of	
  security	
  concepts	
  and	
  the	
  syntac7cal	
  language.	
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a	
  reminder,	
  that	
  especially	
  if	
  they're	
  doing	
  a	
  review	
  on	
  code	
  that	
  may	
  already	
  be	
  in	
  
produc7on,	
  that	
  finding	
  a	
  security	
  flaw	
  is	
  sensi7ve	
  info.	
  	
  Yes,	
  you	
  have	
  to	
  document	
  
and	
  share	
  that	
  info	
  with	
  those	
  who	
  need-­‐to-­‐know	
  to	
  get	
  it	
  fixed.	
  	
  But	
  that	
  informa7on	
  
should	
  be	
  protected,	
  provided	
  only	
  to	
  those	
  who	
  have	
  a	
  need	
  to	
  have	
  the	
  details,	
  
findings	
  documents	
  should	
  likely	
  be	
  encrypted	
  as	
  they're	
  sent	
  around,	
  etc.	
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Go	
  forth	
  and	
  review	
  
Peer	
  reviews	
  can	
  be	
  a	
  fun	
  and	
  interes7ng	
  part	
  of	
  the	
  development	
  process.	
  There	
  may	
  
be	
  a	
  few	
  drawbacks,	
  but	
  the	
  end	
  result	
  is	
  usually	
  beger	
  code,	
  and	
  beger	
  code	
  is	
  good	
  
for	
  everyone.	
  Addi7onally,	
  you	
  may	
  even	
  find	
  that	
  as	
  the	
  reviewer	
  or	
  the	
  reviewed,	
  
your	
  skills	
  as	
  a	
  developer	
  will	
  grow.	
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Our	
  second	
  story	
  is	
  related	
  to	
  an	
  open	
  source	
  e-­‐commerce	
  shopping	
  cart.	
  A	
  session	
  
fixa7on	
  vulnerability	
  was	
  iden7fied	
  in	
  December	
  that	
  allowed	
  agackers	
  to	
  gain	
  control	
  
of	
  a	
  user's	
  session	
  and	
  access	
  to	
  their	
  payment	
  informa7on.	
  Remember	
  back	
  to	
  the	
  
secure	
  coding	
  class	
  about	
  session	
  fixa7on	
  …	
  one	
  of	
  the	
  biggest	
  issues	
  is	
  when	
  an	
  
exis7ng	
  session	
  id	
  is	
  used	
  aaer	
  a	
  successful	
  login.	
  This	
  allows	
  an	
  adversary	
  to	
  set	
  the	
  id	
  
and	
  then	
  trick/wait	
  for	
  the	
  user	
  into	
  logging	
  in.	
  In	
  this	
  case,	
  the	
  "log	
  in	
  new	
  customers	
  
aaer	
  checkout	
  feature"	
  missed	
  this	
  detail.	
  The	
  applica7on	
  set	
  up	
  the	
  new	
  user	
  and	
  
logged	
  them	
  in,	
  but	
  never	
  invalidated	
  the	
  exis7ng	
  session.	
  
	
  
Now	
  you	
  might	
  be	
  saying	
  to	
  yourself	
  …	
  but	
  we	
  were	
  taught	
  in	
  the	
  secure	
  coding	
  class	
  
to	
  use	
  exis7ng	
  solu7ons	
  and	
  not	
  to	
  re-­‐invent	
  the	
  wheel.	
  	
  Yes,	
  we	
  did	
  say	
  that,	
  and	
  in	
  
this	
  case	
  you	
  would	
  s7ll	
  be	
  burned.	
  	
  This	
  just	
  shows	
  why	
  you	
  s7ll	
  need	
  to	
  know	
  about	
  
these	
  issues,	
  and	
  if	
  prac7cal	
  you	
  should	
  talk	
  to	
  the	
  developers	
  or	
  test	
  the	
  code	
  that	
  you	
  
are	
  brining	
  into	
  your	
  applica7on.	
  Unfortunately,	
  as	
  of	
  today	
  nothing	
  is	
  perfect.	
  
	
  
hgps://drupal.org/node/2158651	
  
	
  
	
  
Mark	
  to	
  7e	
  in	
  with	
  story	
  about	
  Wordpress.	
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this	
  code	
  is	
  just	
  to	
  refresh	
  about	
  session	
  fixa7on.	
  This	
  is	
  how	
  it	
  is	
  supposed	
  to	
  work.	
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There	
  are	
  two	
  other	
  things	
  related	
  to	
  session	
  ids	
  and	
  more	
  specifically	
  the	
  cookies	
  that	
  
are	
  oaen	
  used	
  to	
  communicate	
  these	
  ids.	
  
	
  
hgp://resources.infosecins7tute.com/securing-­‐cookies-­‐hgponly-­‐secure-­‐flags/	
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This	
  is	
  a	
  vulnerability	
  in	
  the	
  Tesla	
  Motors	
  Design	
  Studio.	
  
	
  
flaw	
  in	
  the	
  URL	
  shortener	
  rou7ne,	
  not	
  "main"	
  func7onality.	
  	
  But	
  s7ll	
  database	
  access,	
  
so	
  important.	
  
	
  
hgps://bitquark.co.uk/blog/2014/02/23/tesla_motors_blind_sql_injec7on	
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Sleeps	
  (pauses)	
  for	
  the	
  number	
  of	
  seconds	
  given	
  by	
  the	
  dura0on	
  argument,	
  then	
  
returns	
  0.	
  If	
  SLEEP()	
  is	
  interrupted,	
  it	
  returns	
  1.	
  The	
  dura7on	
  may	
  have	
  a	
  frac7onal	
  
part.	
  This	
  func7on	
  was	
  added	
  in	
  MySQL	
  5.0.12.	
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The	
  Heartbleed	
  bug	
  occurs	
  because	
  of	
  a	
  chain	
  of	
  two	
  dis7nct	
  mistakes	
  in	
  the	
  code.	
  The	
  
first	
  is	
  an	
  inconsistency	
  in	
  the	
  stated	
  length	
  of	
  the	
  message	
  body,	
  and	
  the	
  body’s	
  actual	
  
length.	
  This	
  type	
  of	
  weakness	
  is	
  described	
  in	
  detail	
  by	
  CWE-­‐130	
  :	
  "Improper	
  Handling	
  
of	
  Length	
  Parameter	
  Inconsistency".	
  Following	
  this	
  weakness	
  is	
  an	
  out-­‐of-­‐bounds	
  
memory	
  read	
  which	
  is	
  described	
  in	
  CWE-­‐125	
  :	
  "Out-­‐of-­‐bounds	
  Read".	
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hgp://arstechnica.com/security/2014/01/new-­‐dos-­‐agacks-­‐taking-­‐down-­‐game-­‐sites-­‐
deliver-­‐crippling-­‐100-­‐gbps-­‐floods/	
  
	
  
hgp://www.twitch.tv/p/about	
  
	
  
hgp://readwrite.com/2014/04/02/twitch-­‐xbox-­‐one-­‐ps4#awesm=~oBIaGqykwW3wm	
  
	
  
hgp://www.npr.org/blogs/alltechconsidered/2014/04/04/298775179/twitch-­‐boosts-­‐a-­‐
new-­‐pro-­‐category-­‐video-­‐game-­‐player	
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This	
  slide	
  is	
  used	
  to	
  bridge	
  the	
  conversa7on	
  from	
  the	
  previous	
  story	
  about	
  DDoS	
  to	
  the	
  
code	
  review	
  exercise	
  related	
  to	
  	
  resource	
  locking.	
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hgp://blog.includesecurity.com/2014/02/how-­‐i-­‐was-­‐able-­‐to-­‐track-­‐loca7on-­‐of-­‐any.html	
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Code	
  to	
  support	
  ads.	
  
	
  
controller	
  id	
  was	
  supplied	
  by	
  the	
  user	
  and	
  was	
  then	
  used	
  directly	
  inside	
  a	
  script	
  tag.	
  
	
  
hgps://www.acune7x.com/websitesecurity/xss-­‐facebook/	
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Selenium	
  is	
  a	
  soaware	
  tes7ng	
  framework	
  for	
  web	
  applica7ons.	
  Selenium	
  can	
  automate	
  
browser	
  locally	
  or	
  remotely.	
  hgp://seleniumhq.org/.)	
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hgp://threatpost.com/some-­‐netgear-­‐routers-­‐open-­‐to-­‐remote-­‐authen7ca7on-­‐bypass-­‐
command-­‐injec7on/102689	
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hgp://krebsonsecurity.com/2014/02/email-­‐agack-­‐on-­‐vendor-­‐set-­‐up-­‐breach-­‐at-­‐target/
#more-­‐24313	
  
	
  
hgp://kansasfirstnews.com/2014/04/17/cyber-­‐cops-­‐target-­‐hackers-­‐may-­‐take-­‐years-­‐to-­‐
find/	
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A	
  Secure	
  Code	
  Review	
  looks	
  to	
  leverage	
  elements	
  from	
  each	
  of	
  the	
  different	
  types	
  of	
  
peer	
  reviews.	
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