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ExampleSubroutinei.c

The stack frames in this example will be very simple.
Only saved return addresses (RIP).

//[ExampleSubroutine1: Func:
// using the stack & subroutine 0000000140001000 mov eax,@BEEFh
9 : 0000000140001005 ret

/lto call subroutines main:

/INew instructions: 0000000140001010 sub rsp,28h

/lpush, pop, call, ret, mov 0000000140001014 call func (0140001000h)

int func(){ 0000000140001019 mov eax,@F@@Dh
000000014000101E add rsp,28h

return Oxbeef;
0000000140001022 ret

}

int main(){
func();
return 0xf00d;




i% CALL - Call Procedure

Book page 108

CALL'’s job is to transfer control to a different function,

in a way that control can later be resumed where it left
off

First it pushes the address of the next instruction onto
the stack

« For use by RET for when the procedure is done

Then it changes RIP to the address given in the
instruction

Destination address can be specified in multiple ways
» Absolute address

» Relative address (relative to the end of the
instruction, or some other register)
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RET - Return from Procedure

 Two forms

— Pop the top of the stack into RIP (remember, pop
increments stack pointer, RSP)

* In this form, the instruction is just written as “ret”
— Pop the top of the stack into RIP and also add a
constant number of bytes to RSP

* |n this form, the instruction is written as “ret 0x8”, or “ret
0x20”, etc

Book page 109




Intel vs. AT&T Syntax

(we’ll come back to this again much later)

Intel: Destination <- Source(s)
— Windows. Think algebra or C: y = 2x + 1;
— mov rbp, rsp
— add rsp, 0x14 ; (rsp = rsp + 0x14)
AT&T: Source(s) -> Destination
— *nix/GNU. Think elementary school: 1 +2 =3
— mov %rsp, %rbp
— add $0x14,%rsp
— So registers get a % prefix and immediates get a $
My classes will use Intel syntax except in this section

But it's important to know both, so you can read documents in
either format.
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« Can move:

— register to register

— memory to register, register to memory

— immediate to register, immediate to memory
* Never memory to memory!

 Memory addresses are given in r/mX
form talked about next

MOV - Move

Book page 48




Book page 123

“rImX"” Addressing Forms

Anywhere you see an r/mX it means it could be taking a value
either from a register, or a memory address.

I’'m just calling these “r/mX forms” because anywhere you see “r/
m16”, “r/Im32”, or “r/m64” in the manual, the instruction can be a
variation of the below forms.

In Intel syntax, most of the time square brackets [| means to treat
the value within as a memory address, and fetch the value at that
address (like dereferencing a pointer)

— mov rax, rbx

— mov rax, [rbx]

— mov rax, [rbx+rex*X] (X=1, 2, 4, 8)

— mov rax, [rbx+rcx*X+Y] (Y= one byte, 0-255 or 4 bytes, 0-2432-1)
Most complicated form is: [base + index*scale + disp]

More info: Intel v2a, Section 2.1.5 page 2-4
in particular Tables 2-2 and 2-3




* * ADD and SUB

Sub

Add, page 62

Book page 59

Adds or Subtracts, just as expected
Destination operand can be r/mX or register
Source operand can be r/mX or register or immediate

No source and destination as r/mXs, because that
could allow for memory to memory transfer, which isn’t
allowed on x86

Evaluates the operation as if it were on signed AND
unsigned data, and sets flags as appropriate.
Instructions modify OF, SF, ZF, AF, PF, and CF flags
for what it's worth

add rsp, 8 == (rsp = rsp + 8)
sub rax, [rbx*2] == (rax = rax - memorypointedtoby(rbx*2))




rax

000007fe’f239c3a8

rsp

00000000°0012feb8

func:

0000000140001000
0000000140001005
main:

0000000140001010
0000000140001014
0000000140001019
000000014000101E
0000000140001022

mov
ret

sub
call
mov
add
ret

eax,@BEEFh

rsp,28h

func (0140001000h)
eax,@F@0Dh

rsp,28h

Key:

ExampleSubroutinei.c 1:
EIP = 00000001°40001010, but no instruction yet executed

XI executed instruction,
@ modified value

¥ start value

00000000 PO12FEBS @900@0@1?40@012ed
00000000 PO12FE9 undef
00000000 PO12FE undef
00000000 0012 undef
00000000 001 undef

[
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ExampleSubroutinei.c 2:

rax

000007fe’f239c3a8

rsp 00000000°0012fe90 @
func:
0000000140001000 mov  eax,@BEEFh
0000000140001005 ret
main:
0000000140001010 sub  rsp,28h X
0000000140001014 call func (0140001000h)
0000000140001019 mov  eax,@F@@Dh
000000014000101E add  rsp,28h
0000000140001022 ret

Key:

XI executed instruction,
modified value

¥ start value

t

00000000 PO12FEBS

00000001 400012ed

undef

00000000 VO12FE90Q
"@012FE
00000000 00 88 undef
00000000 0012FESO undef
"@012FE7
00000000 00 8 undef
‘
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rax

000007fe’f239c3a8

rsp

func:

0000000140001000
0000000140001005
main:

0000000140001010
0000000140001014
0000000140001019
000000014000101E
0000000140001022

mov
ret

sub
call
mov
add
ret

00000000°0012fe88 @

eax,@BEEFh

rsp,28h
func(0140001000h) IX]
eax,@F@@Dh

rsp,28h

Key:

ExampleSubroutine1.c 3:

XI executed instruction,
modified value

¥ start value

t

00000000 PO12FEBS

00000001 400012ed

undef

00000000 VO12FE90Q
00000000 PO12FE88 | 00000001 40001019
00000000 0012FE80 undef
00000000 0O12FE78 undef

‘
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rax

func:

0000000140001000
0000000140001005
main:

0000000140001010
0000000140001014
0000000140001019
000000014000101E
0000000140001022

mov
ret

sub
call
mov
add
ret

00000000°0000beef
rsp 00000000°0012fe88

eax,@BEEFh X

rsp,28h

func (0140001000h)
eax,@F@@Dh

rsp,28h

Key:

ExampleSubroutine1.c 4:

XI executed instruction,
modified value

¥ start value

t

00000000 PO12FEBS

00000001 400012ed

00000000 VO12FE90Q

undef

00000000 0012FES8S8

00000001 40001019

00000000 0012FESO undef
00000000 0O12FE7S8 undef
‘
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ExampleSubroutine1.c 4:

Key:
rax 00000000°0000beef XI executed instruction,
rsp 00000000°0012fe88 modified value

¥ start value

From section 3.4.1.1 in the June 2014 Manual included with class materials:

When in 64-bit mode, operand size determines the number of valid bits in the destination general-purpose register:
® 64-bit operands generate a 64-bit result in the destination general-purpose register.

® | 32-bit operands generate a 32-bit result, zero-extended to a 64-bit result in the destination general-purpose
register.

¢ 8-bit and 16-bit operands generate an 8-bit or 16-bit result. The upper 56 bits or 48 bits (respectively) of the
destination general-purpose register are not modified by the operation, If the result of an B-bit or 16-bit
operation is intended for 64-bit address calculation, explicitly sign-extend the register to the full 64-bits.
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func:
mov
ret
main:
sub
call
mov
add
ret

ExampleSubroutinei.c:

STACK FRAME TIME OUT

“Function-before- 4
main’”’s frame 00000000 012FEBS | 00000001 400012ed
eax,@BEEFh [X]
main’s frame 00000000 PO12FE9Q undef
rsp,28h 00000000 P012FESS | 00000001 40001019
func (0140001000h) -
eax,0F00Dh  fync never even |29990000 0O12FESO undef
rsp,28h N
makes a stack |o00ee0e00 0012FE7S undef
frame |
v
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rax 00000000°0000beef

rsp 00000000°0012fe90 @
func:
0000000140001000 mov  eax,@BEEFh
0000000140001005 ret X
main:
0000000140001010 sub  rsp,28h
0000000140001014 call func (0140001000h)
0000000140001019 mov  eax,@F@@Dh
000000014000101E add  rsp,28h
0000000140001022 ret

Key:

ExampleSubroutine1.c 5:

XI executed instruction,
modified value

¥ start value

t

00000000 PO12FEBS

00000001 400012ed

undef

00000000 VO12FE90Q
"@012FE
00000000 00 88 undef )
00000000 0012FESO undef
"@012FE7
00000000 00 8 undef
‘
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rax

00000000°0000f00d

rsp 00000000°0012fe90
func:
0000000140001000 mov  eax,@BEEFh
0000000140001005 ret
main:
000000014000101@ sub  rsp,28h
0000000140001014 call func (0140001000h)
0000000140001019 mov  eax,@FQODh (X
000000014000101E add  rsp,28h
0000000140001022 ret

Key:

ExampleSubroutine1.c 6:

XI executed instruction,
modified value

¥ start value

t

00000000 PO12FEBS

00000001 400012ed

undef

00000000 VO12FE90Q
"@012FE
00000000 00 88 undef
00000000 0012FESO undef
"@012FE7
00000000 00 8 undef
‘
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rax

00000000°0000f00d

rsp 00000000°0012feb8 @

func:

0000000140001000 mov  eax,@BEEFh
0000000140001005 ret

main:

000000014000101@ sub  rsp,28h
0000000140001014 call func (0140001000h)
0000000140001019 mov  eax,@FQ@Dh
000000014000101E add  rsp,28h X
0000000140001022 ret

Key:

ExampleSubroutinei.c 7:

XI executed instruction,
modified value

¥ start value

t

00000000 PO12FEBS

00000001 400012ed

undef

00000000 VO12FE90Q
"@012FE
00000000 00 88 undef
00000000 0012FESO undef
"@012FE7
00000000 00 8 undef
‘
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Key:
rax 00000000°0000f00d XI executed instruction,
rsp 00000000°0012fecO @ modified value
¥ start value
func. 00000000 PP12FEBS undef
0000000140001000 mov  eax,@BEEFh
0000000140001005 ret -
. 00000000 PO12FE9Q undef
0000000140001010 sub  rsp,28h 00000000 PP12FESS undef
0000000140001014 call func (0140001000h) -
0000000140001019 mov  eax,@FOQDh 00000000 6012FES0 undef
000000014000101E add  rsp,28h 50000000 0OL2FE78
0000000140001022 ret IXi undef
|
Execution would continue at the value ret
removed from the stack: 00000001°400012ed
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ExampleSubroutine1 Notes

» func() is dead code - its return value is not
used for anything, and main() always returns
OxFOOD. If optimizations were turned on in the
compiler, it would remove func()

« We don’t yet understand why main() does “sub
rsp,28h” & “add rsp,28h”...We will figure
that out later.




Let’s do that in a tool

Visual C++ 2012 Express edition (which | will
shorthand as “VisualStudio” or VS)

Standard Windows development environment

Available for free, but missing some features
that pro developers might want

Keep in mind you can’t move express-edition-
compiled applications to other systems and
get them to run without first installing the
“redistributable libraries™




& ocalosk (C)
¥ Shared Folders (\mmmare dost) (2:)

i Pass Parameter

b soandoed

b ShiExample 1

o ShRExamgie?

i Speceliats

4 StructLocalVeriable
i TherewiBeand 3004
b TooMarr@erameters
B intoToasnnd
) intoTorsmse

5 IntroTodsmés4 saf

1) IntoToAsmda mo
) invoTorsm4v1Lsw

Open IntroToAsm64.sIn

10/1/2034 5:06 PM

10/2/2014 10:01 AM
10/2/2014 10:03 AM
10/2/2024 310:03 AM
10/2/2034 10:03 AM
10/2/2014 10:04 AM
10/2/20 14 10:04 AM
10722014 210:04 AM
10/2/2014 10:04 AM
10/2/2014 10:04 AM
10/2/20 14 10:04 AM
10722014 20:04 AM
S2011 5:37 AN

S22/20115:37 AN

10/2/2014 10:06 AM
10/2/2014 20:06 AM
SINWIS 12475
10/2/2014 10:06 AM

Source Browser Dat... 0

SQu Server Compac... 2432%8




Creating a new project - 1

” IntroToAsm64 - Microsoft Visual Studio Express 2012 for Windows Desktop
FILE EDIT VIEW PROJXECT BUILD DEBUG TEAM TOOLS TEST WIN|

i New Project... Ctrl+shift+N | \indows Debugger ~ Debug
[z New Team Project...

‘D New File... Ctrl+N

f§ Open Project... Ctrl+Shift+0

& OpenFile... Ctrl+0




Creating a new project - 2

z Defauk Search Instalied Te

Empty Preject Visual Co o I Types Vivwal Co v

Viveal Studo Solutions

Samples

¥ Onfine

Name:
Locaton
Sehutsorn:

Sohton name

An empty progect for Creating 2 local

Makefile Preject Visual Ce o apphcation

Ifmkaubeo.hnﬁ

Ch\Users\wser\ DesitopIntro Tolsmtd_code_for_class

Add te sehuten

Cancel




b BasicBufferOverflow
b BitmaskExample

&3 External Dependencie
= Header Files

W Resource Files

= Source Files
ForExample
GotoExample
HelloWorld

IfExample
JourneyToTheCenterOfV
MulDivExample
NoSerialCanStopMe
Pass1Parameter
scratchpad

y ExampleSubroutine] -

¥

B

Build

Rebuild

Project Only

Scope to This

New Solution Explorer View
Project Dependencies...
Project Build Order...

Build Customizations...
Add

References...

Class Wizard...

Manage NuGet Packages...

ShiftExamplel
ShiftExample2

v vV VvV vVvvVvVvvVvVvvVvwvvw

Set as StartUp Project

Ctrl+Shift+X

25




Creating a new project - 4

4 [ﬂawues\brow\ex!

S Header Fles
Right click, select Add |

- ExampleSubroutne 2 Add d I ‘O New Item... I Crl+Shft+A
Add New Item - ExaamnpleSubroutine) ? X
4 Installed wa Defauit I‘ z;' EE Seacch Installed Templates (Ctr«E P~
4 Vsl Co e [ﬁ Co+ File (cpp) Type: Visual Con

- Creates a file containing C+ + source code

e Y File (A Visual €

Web B Header File (h) o

Test

Utikey

Property Sheets
b Onlne
Name I ExampleSubroutine! < I
Location: CAUsers\user\Desktop\IntroToAsméd_code_for_class\ExampleSubroutine 1\, - | Browse.. 7

| Add || Concel |
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b
b
b
b
b
b

Setting project _propertie__s -1

o

IRB GIQ.

=X

Buld

Set as StartUp Project
Debug

Add Solution to Source Control...

Cti4Shift+X

CuleX

F2




Setting project properties - 2
mpesabssnet vty bones

Configuration: |Actve(Debug) ]| Patform: [Actve(vni2) ¥]  Configuaton Mansger... |

= Configuraton Properties Addtional Inchude Drectories
= Addtional =using Drectories
Debug Information Format Program Database (/21)
Common Language RunTime Support
Consume Windows Runtme Extersmon
Suppress Startup Barner Yes (/nologo)
Warning Level Leved3 (W3)
Treat Warnngs As Errors No (/wX-)
SO checks
mna«q

Unfortunately the debug
information format alters the code
which gets generated too much,

making it not as simple as |
would like for this class.

Set SDL checks to No (“/
sdl-”) in VS2013

Debug Information Format
Species the type of debugging nformation generated by the compler. You must also change linker settings

appropriately to match. (127, 2d, /3, /21)
[Tk | coxd | aey |




Setting project properties - 3

0
Configuration: |Actve(Debug) =] latform: [Acove(win2) =] configuraton Manager... |
£l Configuration Properties Enable String Pocing
General Enable Mirnimal Rebuld
B C++ Enable T—— _'j
General Smaler Type Check
Optmizaton Basic Runtime Chedks
— Runtime Lirary Debug DLL (MDd)
= Struct Member Allgnment
ngagpe Secunty Check
;m"’”“ Enable Function-Level Linking
Srowse Inf tion Enable Paralel Code Generaton
Advarced Erabie Erhanced [rstructon Set
Al Optiors Floating Point Model precse)
Command Line Enable Foating Pont Exceptons -
Create Fotpwichatie Image These would just add
extra complexity to the
asm which we don’t
want for now
Enable C+ + Exceptions
Specfies the model of exception handing %o be usad by the compler,
[Tk | caxe | amy |




LxampleSubroutine1 Property Pages

Setting project properties - 4

2

Configuration: [Actve (Detug) =] Patform: [Actve(xs4) =]  configration Manager.... |
5] Common Propertes Caling Convention __¢ded (/)
= Confuraton Propertes EEEr S oo »s C Code (/TC) -
General Desable Specfic Warnngs
Cedugong Forced Inchude Fie
L Forced 2usng Fie This shouldn’t matter, but
ooy Use Full Paths setting it just incase...
2""""“"' Omit Defauit Lbrary Name -
Code Generaton Internal Compler Error Reportng Promot Immediately (jerrorReport:promot)
Language Treat Specafic Warnings As Errors
Precompled Headers

Compile As
Select comple language option for .c and .cpp fles.  (/TC, /T7)

=1

cancel |

Aoty |




Setting project properties - 5
I

Configuraton: [ActvelDebus) =] platform: o2 2| _confiourston wansoe:.. ||

)

mmsncmtmmmnm 110.pdb" fo:precise O *_MBCS"
X~ [2c:forScope RTC1 [Gd [Oy- MO FaDebug\" /B¢ nologo FoDebug\

ExampleSubroutine 1.pch
Click this to
— change which
The GUIl is just a config set is
wrapper to set active
command line
options
Different
options can be
set for release |
vs debug builds [
storal O Inherit from parent or project defauits v
® Cuten i g -
+ Code Analyss
x




Setting project properties - 5.1

Configuration Manager ll!l

Active solution configuration: Active solution platform:

|Debug ~] =

Project contexts (check the project configurations to build or deploy):

| Project | Configuration | Platform | Buid ll RSO &
Examples Debug X64 v . .
——— Det -y = Click this to
o— _ _ v | change which

— E:ZI Click this box ” config set is

Example7 Debug X64 v active
Example8 Debug x64 2
Examples Debug x64 :
ExampleSubroutine 1 Debug _'I_Wn32 ;l O I
ExampleSubroutine 1

vl

And then select “New” here ]

ExampleSubroutine3

Debug
ExampleSubroutine 2 Debug
Debug




Setting project properties - 5.2

New pla

i
tform:

- <J Pull down to select x64 build

IIIW 1 platform option
= Very important!
I Create new solution platforms <1 This box should be un-checked

i
tform:

New pla
Copy settings from:
|win32 |

[T Create new solution platforms

Once it's selected, hit OK > OK Cancel |




ExampleSubroutine 1 Property Pages

Setting project properties - 6

Configuration: [Actve (Desus) =] Patform: [actve(xss) =] configuration Manager.... |
Precompled Headers a| | Output Fle ${OutDe ) $(Targethame) $(TargetExt)
Output Fles Show Progress Not Set
Browse Information Verson
Advanced Enable Incemental Linking
A Suppress Startup Sanner

amman e —r—
Regster Output
Per-user Redrecton
L AddSonal Library Drectories
o —— =t Lrk L ary Dependences _
System U-ﬂsbwwv Inputs This adds an extra
Lk .
G e jump between a call
Windows Metadata Treat Linker Warning As Erers and the target function
Advanced Force Fle Output
All Optiors Create Hot Patchable Image
Command Line Spedfy Section Attrbutes
& Manifest Tool
# XML Document Gener ator
[+ Browse Informaton
* Buid Events
& Custom Buld Step Enable Incremental Linking
@ Code Ansbysis <] | Ensbles noemental inking.  (NCREMENTAL, /INCREMENTAL:NO)
< | »




Setting project properties - 7

ExampleSubroutine 1 Property Pages llﬁ
Configuration: [ActveDebug) =] latform: [Acovelxs®) =] confguraton Manager... |
Precompied Headers a]| | Enyry Pont =
Output Fles No Entry Pont No
Srowse Information Set Checksum No
Agvanced Base Address
4 Opiens | Randomzed Bace ddress LU i St ) =
Command Line Focec Base Address
B Unker Data Execution Prevenson (DEP)
m‘:‘ Tumn Off Assembly Generation
ar P Unioad delay loaded DL
o Notnd delay knaded OLL
s Merge Secrs
oe q
o Target Macne Disable Address Space
;;";ww‘ Layout Randomization
QLR Image Type (ASLR) so that we see the |
Key Ple same addresses in our labs
Key Contaner
Delay Son
QLR Unmanaged Code Chack
B Buld Events L Detact One Defoition Rude violations. -
© Custom Buld Step Randomized Base Address
@ Code Analysls = | Randomized Base Address (JOTNAMICBASE[:NO])
< I»
(o ] come | sy




Right click on project
and select build

> & Doangle & o oYs  Buid Sekuten F7 ” - 4

P N s £ -

> & e g Rebudc Rebesld Sohuton CrloNE?

? B tanges Progect Only Clean fobiton

P Campiet mod Scope 4o Ths Run Code Analysis on Sohston Nt+F 11

¥ B pangke?

C, S oe— ) New Schston Explorer ew Progect Ondy ’ i Ordy Exampletubroutoe |

> B Bxamgied Propect Deperderces. .. Configuraton Manager... Rebudd Ondy ExampleSubroutine |

Project Bud Cvder... PUTH, 355, CATT, 7€\ Clean Only ExangleSubroutre |
E‘J F wtorrnad Deopuorviors ws int func()( 5 .
. B Catomystaonms.. ° retura Oxbeefs Urk Orly ExarpleStroutre 1
o eencer Fles &
88 Resmurce Mes A ) Run Code Analyss on Ordy Dxamg
4 &) Souce Fies References. .,

2 ways to build the project

880D 08X TEAM TOOS TESY WINDOW HELP

Or select Build Only ... from the
menu bar




Building the project - 2

“ IntroTofamédt Muroelt Vinesl Stude Lxpress 2012 for Windows Desbitog

et e e MO RCY wso (em e, THaM Toaas TesY RNOow ot

o - Baey P Locs Windowa Debugoer * Debug = atd - M N 299,
g Sokton bxglorer v I X Bephibrotmic & X
: D o-2eo0p +¢D b Scne '@ mard
M Y ] :
. . p. - L -
— — " 11
9. Sohton TriroTalame S (18 orogect) t all .
¥ N teshMoOwerfon
? N taeghe2 cal ot, sov
? § tuwplel ¥repeswg I e
et £
’ $ fl"-. . . sturn Gubeets
)
b N Gangles int madn )
* 5 ooy a fenc{)}
? N Deonphet elurn Safond;
? N tusrplet eod )
P N taeoe?
? N Dunghed WO
s JOUI sossconecsssassonsesntessessonsstiostosmostntississmostmtionsssssismstimsiossssostbstiastssmassnissmssosostassasssomstntssnsssmssssionsssmsts
-« 5 J
B Lotenal Copmdercns Do aAA e B - =
-‘n..g..».. » Setwi i ALL ST o Ject: TramploSubrintinel, Confipration: Detng e
[ T 1> Framplofbrantined . c
“« & ” 1> melloSetroutinel woaprad <> CoVlers\wer \Deaktop'\ IntroToAsm code for clans\ wfd \Detug'\fxanplefutrout Loel .ane
R Eee—— Bebulid All: 1 succonded, O falled, ® stippwd sssccsssss

¥ % DuegheSutroutne e

Information about whether the build
succeeded will be in the Output
window. If it fails, a separate Error
tab will open up




Setting breakpoints & start debugger
Examplesubroutne <« x I

{Gobal Scope)

New Instructions

—

N

push, px call, ret, msov

int func(){

Click to the left of the ® | return oxbeef;

line to break at. I aain(){

Ared circle will appear * func();

return Gxfodd;

}

FILE EDIT VIEW PROXECT BUILD DEBUG TEAM TOOLS TEST WINDOW HELP

o - IB ﬂ ] B“ ; . Windows
ét Sokstion Exolorer P Start Debugging FS
g . Start Without Cul+FS
2 @ o-28m o © Doy
&® Attach to Process...
Search Solution Explorer (Ctrl+;)
Exceptions... Cri+D, E
ta) Solution ‘IntroToAsmé4' (18 projects)
b M) BasicBufferOverflow G. Steplnto F11

b & Example2 (5 Step Over F10




A VYV VvTVUOvO VU VWP

FRE ©DIT
O -

Process:

Debugging interface

“ IntroToAsm64 (Debugging) - Microsoft Visual Studio Express 2012 for Windows Desktop
VIEW PROECT BUBD DEBUG TEAM TOOLS

@ .

[OxE34] ExampleScroutine 1exe

Solution Explorer

G}e

*+ ExampleSubroutine1.¢

Continue
e p © ‘,%

TEST WINDOW HELP

P Contrue -

* Thread: [0x4°8] Man Thread

Step
over
‘ Step

=0 266G X,

Stack Frame: man

jcope)

//ExampleSubroutinel:

'/ using the stack & subroutine
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//New instructions:

//push, pop, call, ret, mov

-lint func(){
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© || func();
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Showing assembly
OO < ovics.rcre o X

{Global Scepe)
/ExampleSubroutinel:
/ using the stack & subroutine
//to call subroutines
//New instructions:

/push, pop, call, ret, mov

Jint func(){ Y Irsert Seppet...
© ) return Oxbeef; 1 Surround With...
int main(){
Q func();
return xfedd;
Current stopped location Go To Header Fle
Breakpoint
& Add Watch
&> Add Paralel Watch
&  Qudivaxch...
Pn To Source

= Show Next Statement
Step Into Specific

Right click: Only R RunTo Curser
available while e et
debugging & GoToDsassently

'0

Criek, X
Coi+, S

Cyi+0, Q

Alt+Num *

Ctri+#10

Ctri+Shift+F 10




Debugging window options

DEBUG TEAM TOOLS TEST WINDOW HEWP

Col+Alt+W, 1
Col+ait+W, 2
Curl+alt+w, 3
Crlealtew, 4

Windows ' &) Breakponts Alt4+F9
P Contrue £s K¢ Output
¥ GPU Threads
W Stop Debugong Shft+FS () Parslel Tasks 40, K
X Detach Al £iS  Paralel Stacks Ctri40, S
O Restart Ctri+Shft+FS Parallel Watch ’
o Attach to Process... Watch » B watchi
Exceptons... st A Autos CUi4O,A 53 watch2
Ge  Steplnto Fi1 (23 Locals Alt+4 5 watch3
( Step Over Fi0 )  Immedate Cris0, 1 5 Watch 4
@@ StepOut Shft+F11 B calsud Alt+7
6> QuickWatch... Ctri+0, Q YL Threads Cti+0, T
M@ Modues Ctri4D, M
New Breakpont ’ Memce y »
& DOelete Al reakponts Ctri+shft+F9 E Owassembly Alt+8
Desable Al Breskponts @ Regsters Alt+S




Watching registers (“watch”)
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Watching registers (“autos”)

Dsassembly & X ExamgleSubrouane L.c
Address: man...)
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OOMOM LSO Int 3
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OOMOOMMLAMOINE Inmt 3
ODNOOM 1AM LIMNF  int 3

c:\users\user\desktop\introtoase code_for_class\hellosubreutinel\exasplescbroutinel.c
int main{){

OO0V 4DV01010  sub rsp,28h
func():
© 0000140001024 call func (0140001000h)
retura @xfddd;
DIV 401919  mov eax,FON0h
}
DDIOOM 1 SO 1RIE  add rsp,28h

OOVOODVLADNN1022 ret
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00O L1024 Int 3 H
DONOODVL 401025 int ) Note that it
OOMOOBLLS0N01826  int 3 knows the RSP

DD L401027  int )
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ExampleSubroutine1.c takeaways

* In VS (when optimization is turned off), there is an over-allocation of
stack space as a result of calling a function

» 0x28 reserved with no apparent storage of data on the stack
» More about this later once we start passing function parameters

int func(){

return Oxbeef;
}
int main(){

func();

return 0xf00d;

func:

0000000140001000
0000000140001005
main:

0000000140001010
0000000140001014
0000000140001019
000000014000101E
0000000140001022

mov
ret

sub
call
mov
add
ret

eax,@BEEFh

rsp,28h

func (0140001000h)
eax,@F@@Dh

rsp,28h




Instructions we now know (8)

NOP
PUSH/POP
CALL/RET
« MOV
ADD/SUB




